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Activity 2: Online security 

 
Task A 
Most of us use Wi-Fi to connect to the web. Wi-Fi is a wireless connection that links our 

devices like desktop, laptops, tablets and smartphones to the internet. When you use Wi-

Fi you are sending and receiving information over a wireless network.  

At home do you use Wi-Fi or do you still have a cable that plugs into your desktop or lap-

top? 

Do you ever use free Wi-Fi? 

What activities do you complete using free Wi-Fi? 

Where do you access free Wi-Fi? 

Do you think about whether your Wi-Fi is secure? 

What are some issues that might arise if you do not use a secure Wi-Fi network? 

At home you should ask the person responsible for your Wi-Fi if it is secure and has a pass-

word. A password will prevent other people from using your Wi-Fi and prevent them from 

snooping on your online activity. There are three levels of passwords for securing your Wi-

Fi network. WEP which is a weak password, WPA which is a strong password and WPA2 

which is the best. So make sure that your Wi-Fi network is protected by a WPA2 password 

that contains a unique mix of numbers, letters and symbols so others can’t easily guess 

your password.  

Task B 

How do you know if a website is secure? 

What types of websites need to be secure? Why? 

There are a number of signals that you can look for to determine whether a website is se-

cure. First, look at the address bar and see if the URL begins with https://. This signals that 

you are connected to a website that is encrypted. Some browsers also include a padlock 

icon to indicate that the connection is encrypted and you are more securely connected.  

Locate one example of a secure website, take a screenshot of it and highlight the signals 
that tell you that it is a secure site and write why it is secure.  

Being online gives you so many opportunities to explore, create and collaborate, however to make the most of it you need to keep yourself safe 

and secure.  



Task C:  
Privacy settings 
Discuss your answers to the following questions with your peers: 

What is privacy?  

What are the rules about privacy at your house?  

What happens when someone in your family does not respect your privacy? 

How do you know if a website protects your privacy? 

What websites are safe for people your age? 

Write a review of a website that you think is appropriate for children your age to use. Your 

review should explain why the site is a safe and secure site that protects your privacy.  

Task D:  

Passwords 

What is a password? 

How do you choose your password? 

How often do you change your password? 

Do you share your password with anyone else? 



 

Task E:  

Hacked, cracked or lacked? 

It’s important to keep your passwords private, even from your friends, as this reduces the risk of others 

getting hold of it. A lot of people use the same password for different accounts, which isn’t always smart. 

It’s a good idea to use different passwords, or at least vary them slightly for each different account. This 

means that if someone does get hold of one password, they can’t access all of your accounts.  

Hacked is when someone accesses your account using a script or code to bypass the usual security 

measures and accesses your private information.  

Cracked is when someone accesses your account because they have figured out our password.  

Lacked is when someone accesses your account because your account lacks the protection it requires.  

A strong password contains a mixture of upper and lower case letters, numbers and keyboard symbols. 

Look at the following passwords and decide if they are strong or weak and why. 

 

PASSWORD STRONG / 

WEAK 

REASON 

abcdefg     

iw2cu@thebe@ch     

Ilovecricket     

password     

GdzIQaZyVaFgbh7dl     

SarahDeM     

.Susan53.     

adamSandler     

$m3llycat.     

JulieLovesKevin     



Activity 3 – Friends and followers 
Task A  
Who are your friends? 

How many online friends do you have? 

Who are your online friends? 

Are all of these people really your friends? 

How many of your online friends are also in-person friends? 

How do you become online friends with someone you have never met before? 

How do you know that you can trust the online friends that you have never met? 

What are the difference between online friends and in-person friends? 

Why should you be cautious about making friends with people online? 

Write a checklist for safe online chatting. 

Use the web diagram below to show how you and 10 – 15 of your online friends are con-

nected. Put yourself in the middle and list your friends around you. Draw arrows between 

your friends to show their connections to one another and use different colours to show 

your online friends who you know face to face and those online friends who you have nev-

er met.  

 



Drawing space for diagram 


