Page 1 Connect to detnsw wireless network

Windows 8.1 and Windows 10

a) Connect to wireless network
e Click on the wireless icon in taskbar.

* *
Windows 8.1 icon: . Windows 10 icon: .

e Select “detnsw” and click on “Connect”.

detnsw
Secured

» Connect automatically

e Enter credentials in format below — your DoE username, including any numbers, followed
by @detnsw and your DoE password. If you are unsure of your username or password, go
to TSO office before you try to connect. Click on “OK”.

Enter your user name and password

user.name1@detnsw

*e00RBRR

Cancel

e Click on “Connect”. If Wi-fi doesn’t show as “Connected” you need to restart and go
through the process again.

@ detnsw

Connecting

Continue connecting?
If vou expect to find detnsw in this location, g
ahead and connect Otherwise, it may be a

different network with the same name.
Show certificate details
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b) Enter proxy settings

R |
e Search for “Internet Options” or right click on Windows button Msxl on bottom left of
your desktop and go to Control Panel > Network and Internet > Internet Options.

All Control Panel ltems

1 » Control Panel » All Control Panel ltems »

Adjust your computer’s settings

3% Administrative Tools [mgd AutoPlay

Credential Manager _*%' Date and Time

3 Display @ Ease of Access Center
A Fonts 4 HomeGroup

Internet Options Keyboard

Q Mail (Micrg ze

| Internet Options
E Power Optil Canfigure your Internet display and [grams and Features

3 Remotedp cnnnectmnlsettmgs. . Lrity and Maintenance
@ Sync Center EA system
i Windows Defender ﬂWindows Firewall

e Select “Connections” tab and Click on “LAN settings”. In LAN settings check both
“Automatically detect settings” and “Use automatic configurations script” and type into the
“Address” field: http://pac.det.nsw.edu.au/fib/proxy.pac

5 temet Properties

| General | secunty | Privacy | Content| Connections | programs | Advanced

To set up an Internet connection, dick
Setup,

Dial-up and Virtual Private Metwaork settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings
Use automatic configuration script

Remove...

Choose Settings if you need to configure a proxy Settings
server for a connection,

Address |-.P.1"t.tp:Hpac.smocls.nsw.edu.aujs_&'l-c;-.i

http://pac.det.nsw.edu.au/fib/proxy.pac
Proxy server

] Use a proxy server for your LAN (These settings will not apply to
dial-up or VPM connections).

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections.

' Enrk: o
Choose Settings above for dial-up settings. Address: Fort: 80 Advanced

Bypass proxy server for local addresses

| | Cancel I Apply

e Click on “OK” on LAN Settings box and “OK” on Internet Properties box to close “Internet
options”.

e Open www.google.com.au in a web browser and enter your DoE username and
password followed by @detnsw if credential box appears. Make sure you can browse the
internet successfully as this means your proxy settings are correct.


http://pac.det.nsw.edu.au/fib/proxy.pac
http://www.google.com.au/
http://pac.det.nsw.edu.au/fib/proxy.pac
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Mac OS X

a) Connect to wireless network

e Click on wireless icon and select “Open Network Preferences”.
- @ Australian [ Thu 10:09 AM  Q

Turn Wi-Fi Off

Daa_Best iPhone
detnsw

TC Network
TPWAG_6C3F2F

| B} B) B @
+|) +]) +]J) +]]

Join Other Network...
Create Network...
Open Metwork Preferences...

e Click on “Advanced”.

8o (4 S Network 1 Search
Location: | Automatic B

Ethernet
Mot Connected

Status: On Turn Wi-Fi Off

AN
o

Wi-Fi is turned on but is not connected to a

FireWire Sepaian

Mot Connected -

— Network Name: | No network selected B
-

iPhone USB u Ask to join new networks
Not Connected Kmown networks will be joined automatically. If

no known networks are available, you will have
Bluetooth PAN to manually select a network.
Mot Connected

Thunde...t Bridge

PR 802.1X: Default Disconnect
Mot Connected NS -

Show Wi-Fi status in menu bar Advanced... "

Assist me...
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e Click on the “+” symbol to add a new network profile.

Network

= Wi-Fi

[LLES0 TCPIP  DNS WINS 8021X Proxies Hardware

Preferred Networks:

Metwork Name Security
TelstradG WPA2 Personal
Telstra4GA-5D6A WPA2 Personal
Abel Lin [Phone WPA2 Personal
NETGEAR-5G WPA2 Personal
NETGEAR WPA2 Personal
+ Drag networks into the order you prefer.

Remember networks this computer has joined
Require administrator authorization to:

Create computer-to-computer networks
Change networks
Turn Wi-Fi on or off

Wi-Fi Address: 10:40:13:97:83:48

? Cancel OK

e Enter network details and credentials in format below — your DoE username, including
any numbers, followed by @detnsw and your DoE password. If you are unsure of your
username or password, go to TSO office before you try to connect. Click on “OK”.

P e 8 Add a Wi-Fi network profile.

‘H‘ Enter the name and security type of the profile you want to
L 4 add.

| Network Name: detnsw

“ Security: WPAZ Enterprise

Mode: Automatic
| Username: user.namel@detnsw

Password: sessesees

Show password

| ? Show Metworks Cancel -ﬁk

o If the “Verify Certificate” box appears click on “Continue”.

¥ S — san ama

i ] Verify Certificate

i = Authenticating to network "detnsw"

i Before authenticating to server "8592DIP000SNOCT.DETNSW.WIN®, vou
I § should examine the server's certificate to ensure that it is appropriate for this
= rietwork.

To view the certificate, click 'Show Certificate'.

L7 Show Certificate Cancel W
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¢ If the message below appears, enter your Mac administrator username and password to
allow the changes to your “Certificate Trust Settings”.

You are making changes to your Certificate Trust
Settings. Type your password to allow this.

Username: administrator

Password: ssssssss

Cancel

e Once the network is connected the status in “Network Preferences” will appear as below.
Note that authentication may take up to a minute.

@ < e Network Of S
Location: | Automatic E

—_ o
— ? Status: Connected Turn Wi-Fi Off

Wi-Fi is connected to detnsw and has the IP

® Ether”e* D address 10.209.31.48.
Mot Connected
® E'{?ﬂ'{femm _ Network Name: | detnsw v
@ iPhone USB !‘ Ask to join new networks
Mot Connected Known netwerks will be joined autcmatically. If
no known networks are available, you will have
® Bluetooth PAN to manually select a network.
Mot Connected
® Thunde...t Bridge .~ = 802.1%: Default Disconnect
Mot Connected L Authenticated via EAP-PEAP (MSCHAPv2)
Connect Time: 00:00:20
i & Show Wi-Fi status in menu bar Advanced... 7
e b

Assist me...
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b) Enter proxy settings

)

e Click on “Advanced” and select “Proxies” tab and check “Automatic Proxy Configuration”.
Type into the URL field: http://pac.det.nsw.edu.au/fib/proxy.pac and click on “OK”.

Metwork
=" Wi-Fi
Wi-Fi  TCPIP  DNS WINS  8021x [ZENEEN Hardware
Select a protocol to configure: Proxy Configuration File
Auto Proxy Discovery URL: http:,n'jpa::.det.nsw.edu.auﬁibfproxy.paci
Automatic Proxy Configuration If your network administrater provided you with the
Web Proxy [HTTP) address of an automatic proxy configuration {.pac) file,

enter it aoove.
Secure Web Proxy (HTTPS)

FTP Proxy

SOCKS Proxy
Streaming Proxy (RTSP)
Gaopher Proxy

Exclude simple hostnames

Bypass proxy settings for these Hosts & Domains:
*local, 169.25416

Use Passive FTP Mode (PASV)

? Cancel OK

e Click on “Apply” in main “Network Preferences” window and close the application.

e Open www.google.com.au in a web browser and enter your DoE username followed by
@detnsw and password if credential box appears. Make sure you can browse the internet
successfully as this means your proxy settings are correct.


http://pac.det.nsw.edu.au/fib/proxy.pac
http://www.google.com.au/
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Windows 7

a) Configure wireless network settings
e Click on the wireless icon in taskbar.

e Select “Open Network and Sharing Center’

— - 5

)

Currently connected to: +2

DETHNSW.WIN
Internet access

Wireless Metwork Connection -
detnsw !!!!!
TC Network =

Open Metwork and Sharing Center

e Select “Manage Wireless Networks”.

?i:li ¥ Control Panel » All Control Panel Items » Metwork and Sharing Center

Control Panel Home . . . : :
View your basic network information and set up connections

MManage wireless networks ﬂ&.ll + @
Ch dapter setti
ange adapter settings PF4BB30RI04 bdeact

Change advanced sharing (This computer)
settings

View your active networks

You are currently not connected to any networks,

e Click on “Add”.

|t o D ——
@Oihﬂﬂ v Control Panel » MNetwork and Internet » Manage Wireless Networks -
F - g ]

Manage wireless networks that use (Wireless Network Connection)

i\ Windows tries to connect to these networks in the order listed below.

l Add = Adapter properties  Profiletypes  Metwork and Sharing Center

Ne{ Add a wireless network ]if-_',r, and reorder (2} -
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e Select “Manually create a network profile”.

'\\:) o' Manually connect to a wireless network —

How do you want to add a network?

ALk Manually create a network profile

&L This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (S5ID) and
security key (if applicable).

o Createan ad hoc network
& This creates a temporary network for sharing files or an Internet connection

e Enter network details as below and click on “Next”.

i 1 |"l

@ ! Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: detnsw

Security type: [WPA.Z- Enterprise x ]

Encryption type: [AES - ]

Security Key: . | Hide characters

Start this connection automatically

[T Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk,

[— Mext ][ Cancel

L "

e Select “Change connection settings”.

& -

I'\-.,J ol Manually connect to a wireless network

Successfully added detnsw

< Change connection settings
Open the connection properties so that I can change the settings.
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e Select “Security” tab and click on “Settings”.

£ - = _‘
detnsw Wireless Network Properties E detnsw Wireless Network Propewﬁes" . M
Connection | Security Security
MName: detnsw
Securi : i -
S5I0: St ty type [WPAZ—Enterpnse ]
MNetwork type: Access point Encryption type: [AES vl

Metwork availability:  All users

Connect automatically when this netwaork is in range
[7] Conmect to a more preferred network if available
[7] Conmect even if the network is not broadcasting its name (S510)

Choose a network authentication method:
|Microsoft: Protected EAP (PEAP) ~|| settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

H

| [DK][Cancﬂ]ﬂ [ ok ][ canel
@

e Uncheck “Validate server certificate” and click on “Configure”.

Protected EAP Properties ﬂ

When connecting:

[ validate server certificate

|| Connect to these servers:

Teusted Root Certification Authorities:

] »cfrrust External CA Root | e
[7] Baltimore CyberTrust Root (m
[ Certum caA

[ class 3 Public Primary Certification Authority

[7] class 3 Public Primary Certification Autherity

[7] comopo Certification Autharity

[7] DigiCert Assured ID Root CA -
4 | 1 | 3

Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

[Semred password (EAP-MSCHAP v2) "] [ Configure. .. ]

Enable Fast Reconnect

["|Enforce Network Access Protection

[] Disconnect if server does not present cryptobinding TLY
[|Enable Identity Privacy

i [ ok ][ cancel |||
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e Uncheck “Automatically use my Windows logon name and password...” and click on “OK”
and “OK” again to close “Protected EAP Properties”.

"l
EAP MSCHAPv2 Properties [

When connecting:

F Automatically use my Windows logon name and
password (@nd domain i any).

[ ok ][ cance |

e In “Security” tab click on “Advanced Settings” and check “Specify authentication mode”

and use drop down box to select “User authentication”. Click on “OK” and “OK” to close all
the dialog boxes.

Ll
-

Advanced settings w

802, 1¥ settings | 802,11 settings

Specify authentication mode:

[User authentication V] [ Save credentials

Delete credentials for all users

b) Connect to wireless network

e Click on the message below so that credential box appears.

R4 Additional information is needed to connect detnsw. * *
2. C(lick to provide additional information.

e Enter credentials in format below — your DoE username, including any numbers, followed
by @detnsw and your DoE password. If you are unsure of your username or password, go
to TSO office before you try to connect. Click on “OK”.

Windows Security ‘ﬂ E
 —

Metwork Authentication
Please enter user credentials

(777 W pe—rr— |
| I—
o ] e )




Page 11 Connect to detnsw wireless network - CTHS

e If the wireless does not connect, click on wireless icon in taskbar to display available
networks, select detnsw network and click on “Disconnect” followed by “Connect”. This will
cause credential box to reappear. Sometimes you may need to type in your credentials
multiple times before you will be connected to the wireless network.

Currently connected to: *
I& DETMSW.WIN

= Internet access

Wireless Metwork Connection ~

detmw ]

Android AP ‘5]'“

TC Network " ]1|

Open Metwork and Sharing Center

c) Enter proxy settings
e Search for “Internet Options” or go to Control Panel > Network and Internet > Internet
Options. Select “Connections” tab and Click on “LAN settings”.

F T = s — — -
Gb Internet Properties ; i

| General | Security IPri'u-acy I Content| Connections |Programs I Aduam:edl

To set up an Internet connection, didk

Setup.

Dial-up and Virtual Private Metwork settings

Add...
Add YPM...
Remaove...
Choose Settings if you need to configure a proxy - Settings
server for a connection.
(@ Mever dial a connection
Dial whenever a network connection is not present
Always dial my default connection
Current Mone Set default

Local Area Metwork (LAM) settings

LAN Settings do not apply to dial-up connections.

Choose Settings above for dial-up settings.

Ok l [ Cancel App_lv
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e Check both “Automatically detect settings” and “Use automatic configurations script”
and type into the “Address” field: http://pac.det.nsw.edu.au/fib/proxy.pac

&" Local Area Network (LAN) Settings
] . ! g - —

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

Automatically detect settings
IE IIse automatic configuration script

Address http://pac.det.nsw.edu.au/fib/proxy.pac

Proxy server

F Use a proxy server for your LAM (These settings will not apply to
]dial-up or YPM connections).

127.0.0.1 Pork: | 8080 P e

Bypass proxy server for local addresses

[ Ok, ][ Cancel I
= —|§|

e Click on “OK” and “OK” again to close “Internet options”.

e Open www.google.com.au in a web browser and enter your DoE username and
password followed by @detnsw if credential box appears. Make sure you can browse the
internet successfully as this means your proxy settings are correct.


http://pac.det.nsw.edu.au/fib/proxy.pac
http://www.google.com.au/
http://pac.det.nsw.edu.au/fib/proxy.pac
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Mac iOS

a) Connect to wireless network
e Tap the “Settings” icon on Home screen and select “Wi-fi”. Select detnsw network.

Settings Wi-Fi

Aeroplane Mode ( Wi-Fi o

Not Connected

CHOOSE A NETWORK...

detnsw a

)
©

Mobile Data No SIM Other...

e Enter credentials in format below — your DoE username, including any numbers, followed
by @detnsw and your DoE password. If you are unsure of your username or password, go

to TSO office before you try to connect. Tap on “Join”.

Enter the password for “dethsw"”

Cancel Enter Password Join

Username user.namel@detnsw

Password eccocose

e When the “Certificate” box appears tap on “Trust”.

Cancel Certificate Trust

8592DIPOOOSNOO1.DETNSW.WIN
Issued by PROD-DEC-ISS-CA1

Not Trusted

Expires 14/04/2017, 1:37:56 PM

More Details
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b) Enter proxy settings
e Tapon (Dicon next to detnsw.
Settings Wi-Fi

Aeroplane Mode Wi-Fi O
a = ()

= | Wi-Fi detnsw v detnsw

e Select “Auto” in “HTTP PROXY” settings and type into the URL field:
http://pac.det.nsw.edu.au/fib/proxy.pac and click on “OK”.

= Wi-Fi detnsw
IP ADDRESS

Mobile Data o= IP Address 10.209.26.108
VPN Subnet Mask 255.255.255.0
Router 10.209.26.1
Notifications
DNS 10.7.70.33, 10.7.71.33
Control Centre
Search Domains detnsw.win
Do Not Disturb
Client ID
@ General Eh
Renew Lease
Display & Brightness
Wallpaper HTTP PROXY
Sounds
URL http://pac.det.nsw.edu.au/fib/proxy.pac
ﬂ Passcode

e Close “Settings”.

e Open www.google.com.au in a web browser and enter your DoE username and
password followed by @detnsw if credential box appears. Make sure you can browse the
internet successfully as this means your proxy settings are correct.


http://pac.det.nsw.edu.au/fib/proxy.pac
http://www.google.com.au/
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